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Be My Eyes provides a volunteer-powered visual description service that 
connects over one million blind and low vision users with more than ten 
million volunteers for everyday visual assistance tasks as well as Be My 
AI, an AI-powered counterpart. In this work, we qualitatively analyze 
1,428 one-, two-, and three-star reviews from the Apple App Store 
and Google Play Store to holistically examine the concerns and harmful 
experiences of both users and volunteers. Our analysis surfaces online 
harassment and abuse (trolling, cyberflashing, reporting failures), privacy 
concerns beyond information exposure (data use for model training), 
and accessibility/safety problems (inaccurate descriptions, paternalistic 
guardrails). We additionally analyze platform policies to examine whether 
and how these issues are addressed by them. Based on challenges 
we find related to accessibility, security, privacy, and AI, we provide 
recommendations for strengthening trust and safety on visual description 
services that serve blind and low vision people’s access needs.

1 Introduction

Be My Eyes offers a volunteer-powered visual description service (VDS) where blind and 
low vision people (BLV)1 can request visual assistance from sighted volunteers through 
a mobile app on iOS and Android. Throughout this paper, we refer to these groups as 
“users” and “volunteers,” respectively. When a user requests assistance, the app notifies 
volunteers in an appropriate time zone who speak the user’s language. Once connected, 
the user and available volunteer communicate on the app through a two-way audio feed 
and a one-way video feed from the user’s device. Since 2023, the app has also offered 
Be My AI, a VDS powered by multimodal models.

Be My Eyes is the most prominent volunteer-powered VDS, widely included in academic 

1. We recognize that preferences vary within disability communities regarding person-first and identity-first 
language (Hanson, Cavender, and Trewin 2015). In this paper, we use identity-first language, consistent with 
Sharif, McCall, and Bolante’s (2022) recommendation.
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literature (Alharbi, Brewer, and Schoenebeck 2022; Alharbi et al. 2024; Akter et al. 2020; 
Bennett et al. 2021; Gurari et al. 2018; Branham et al. 2017; Chang et al. 2025; Gurari 
et al. 2019; Gonzalez Penuela et al. 2024; Sharma et al. 2025; Stangl et al. 2020) and 
recommended in US government resources (Administration for Community Living 2025). 
The platform has received recognition including the 2021 Apple Design Award for Social 
Impact (Be My Eyes 2021a) and 2025 App Store Award for Cultural Impact (Be My Eyes 
2025). As of April 2026, it reported having more than 10 million volunteers and more 
than a million users.

Previous work has investigated risks of sensitive information exposure through VDS 
use, such as unintentional disclosure of personally identifiable information in image 
or video backgrounds, and how users navigate these risks, such as choosing specific 
platform types for particular tasks (Gurari et al. 2019; Akter et al. 2020; Stangl et al. 2020; 
Alharbi, Brewer, and Schoenebeck 2022). We extend this work by stepping back and 
holistically considering trust and safety on Be My Eyes, including risks from user-volunteer 
interactions, platform data practices, and AI integration. Specifically, we examine:

RQ1: What are the trust and safety concerns of users and volunteers using 
Be My Eyes, and what harmful experiences have users and volunteers 
encountered?

To answer this question holistically across the platform’s history, we qualitatively analyzed 
all 1,428 one-, two-, and three-star English-language reviews of Be My Eyes from the 
Apple App Store and Google Play Store, spanning 2015 through 2025. We believe reviews 
with these ratings sufficiently surface relevant concerns and experiences to answer RQ1; 
we provide an in-depth discussion of this scope in Section 3.1.

Our analysis surfaces trust and safety issues related to online harassment and abuse 
(e.g., trolling, cyberflashing), privacy concerns beyond information exposure detailed 
in prior work (Akter et al. 2020; Alharbi, Brewer, and Schoenebeck 2022; Stangl et
al. 2020; Gurari et al. 2019) (e.g., data use for model training), and accessibility/safety 
(e.g., inaccurate descriptions). These issues span Be My Eyes in general, as well as apply 
specifically to the volunteer-powered service and Be My AI.

Mitigation of (potential or actual) harms to users and volunteers, or their concerns, can 
be executed in practice through design and implementation, or policy. Given that users 
and volunteers have consistently reported concerns and experiences related to these 
issues across multiple years, including recently, such concerns appear inadequately 
addressed through practical measures alone. Accordingly, we examine how the platform 
addresses—or fails to address—these issues at the policy level:

RQ2: What is the relationship between concerns and experiences surfaced in 
RQ1 and what is stated in Be My Eyes’ privacy policies and terms of service?

To answer this question, we analyze three versions of Be My Eyes’ terms of service and 
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four versions of its privacy policy, spanning from before Be My AI’s March 2023 release 
through April 2026. Our analysis reveals varying levels of policy response to identified 
risks, as well as new concerns for users and volunteers introduced through data collection 
and sharing practices.

Based on tensions identified when answering RQ1 and RQ2 between (1) users’ and 
volunteers’ experiences and concerns, and (2) the service and its policies, we ask:

RQ3: What are fundamental trust and safety challenges between users’ and vol-
unteers’ needs and the apparent functionality, performance, and business 
goals of Be My Eyes?

We identify challenges related to developing robust, non-obstructive, non-paternalistic 
safeguards and trauma-informed support as well as balancing the benefits of data 
collection and sharing with privacy risks, especially in this application’s context. Based 
on these challenges, we provide guidance and recommendations for both Be My Eyes 
and VDS platforms in general.

Our work is the first to combine analysis of app reviews with terms of service and privacy 
policies to holistically examine trust and safety on a VDS platform. While grounded in Be 
My Eyes, the challenges we identify—related to online harassment and abuse, privacy 
violations, AI hallucinations and paternalistic content restrictions, and extractive data 
practices—reflect structural issues likely present across VDS platforms. Through our 
findings and recommendations, we aim to inform the development of VDSs that meet 
BLV people’s access needs while appropriately leveraging volunteer contributions and 
protecting both groups from harm.

2 Background & Related Work

In this section, we provide background information about the company and app Be My 
Eyes (Section 2.1) and review prior work related to VDSs (Section 2.2).

2.1 Be My Eyes

The Be My Eyes mobile app was launched on iOS in 2015 to connect BLV people with 
volunteers who could provide visual assistance for everyday tasks (Be My Eyes, n.d.-a). 
Be My Eyes later introduced an Android app in 2017 (Be My Eyes 2021b). As of November 
2025, the Be My Eyes app had 11k reviews with an average rating of 4.8 on the Apple App 
Store and 32.3k reviews with an average rating of 4.5 on the Google Play Store.

In March 2023, Be My Eyes announced a partnership with OpenAI to introduce Be 
My AI, a service offering image descriptions powered by multimodal models (Be My 
Eyes 2023b). Be My Eyes continued its investment in AI technologies with an October 
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(a) Entry screen (b) User home screen (c) Be My AI

Figure 1: Screenshots of Be My Eyes’ interface from the app’s Google Play Store page (in 
August 2026).

2024 partnership with Microsoft, providing video data from user-volunteer interactions 
to “train more inclusive models” (Be My Eyes 2024b). In another collaboration, they 
integrated with Ray-Ban Meta Smart Glasses to provide hands-free visual description 
calls in September 2024 (Be My Eyes 2024a).

Understanding users’ and volunteers’ onboarding and everyday experience on the app 
provides context for interpreting their concerns and experiences (RQ1). We provide that 
context here. Users and volunteers follow a similar onboarding process after installing 
the app:

1. Select role: “I need visual assistance” or “I’d like to volunteer” (see Figure 1a)

2. Agree to terms of service and privacy policy, which can (but are not required 
to) be read on the web by selecting the links provided within the app

3. Create account with first and last name, email, and password

4. Verify email by clicking link in verification email

5. Select preferred language

6. Grant permissions: notifications, microphone, camera (for users)

On the app’s home page, volunteers can optionally complete a short tutorial about 
answering calls and providing visual assistance. For users, a large, prominent “Call a 
volunteer” button initiates a video call (see Figure 1b). Through the menu bar, users can 
access the Be My AI feature to receive AI-generated visual descriptions of images (see 
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Figure 2: Flow chart of the processes for a user-volunteer call.

Figure 1c) and the “Service Directory” to connect with specific companies or service 
providers. Additionally, both users and volunteers can browse the “Community” tab, 
which contains advertisements, blog posts, news articles, and podcasts. Users may use 
assistive technologies such as magnifying software and screen readers to navigate and 
interact with the app.

Figure 2 shows the process for a user-volunteer call: the user selects “Call a volunteer,” 
volunteers are notified, and the first volunteer to answer is connected. During the call, 
there is a one-way video stream from the user’s back-facing camera and a two-way 
audio stream. Either party can end the call and after it concludes, both the user and 
volunteer can optionally provide call ratings or report issues. Both parties can reach 
support through these post-call mechanisms or via the company’s support email.

To answer RQ3, we make inferences about Be My Eyes’ goals, grounded in the company’s 
self-description and policies: The company is “committed to providing [their] tools and 
services to the blind and low-vision community without charging them” (Be My Eyes, 
n.d.-a) and, consequently, seeks alternative ways to sustain its business without charging 
users. Given their “mission is to make the world more accessible for people who are 
blind or have low vision... [Be My Eyes] incorporate[d] AI into the existing Be My Eyes 
platform” (Be My Eyes 2023b). Furthermore, the company contributes data to AI model 
training “to improve the accuracy and precision of scene understanding and descriptions, 
with the goal of increasing the utility of AI for the blind and low-vision community” (Be 
My Eyes 2024b).

2.2 Visual Description Services (VDSs)

Visual description services (VDSs) are used by BLV people for a variety of tasks, including 
reading physical text or writing, identifying items, describing qualities like color or state 
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(Brady et al. 2013), finding things, shopping assistance (Avila et al. 2016), fashion advice 
(Burton et al. 2012), and personal safety (Branham et al. 2017). These services can be 
powered by people, either paid agents (Aira, n.d.) or volunteers (Be My Eyes, n.d.-b), or 
by AI models (Microsoft, n.d.-a), and users’ choice of platform is influenced by personal 
and contextual factors (Akter et al. 2020; Stangl et al. 2020).

Early academic work in VDS development includes VizWiz, developed by Bigham et
al. (2010), which leveraged crowdworkers to answer visual questions. This work spawned 
substantial follow-on research, including the development of a dataset containing 31,000 
visual question-answer pairs that supports AI development for automated visual question 
answering (Gurari et al. 2018). A subset of 5,537 images from this dataset, annotated 
with regions showing private content, was also curated to better understand VDS users’ 
privacy disclosures and to encourage the development of algorithms that can assist in 
preventing their unintended disclosures (Gurari et al. 2019).

Trust and safety with VDSs. Prior work reveals nuanced and context-dependent privacy 
considerations in VDS use. In a survey of 155 BLV participants, Akter et al. (2020) found 
that privacy concerns varied based on the type of assistance (AI, volunteer, or paid agent) 
and the information involved in each task. Participants expressed particular concern 
about inadvertently exposing bystanders’ faces and revealing negative self-presentation, 
such as messy spaces. Similarly, Stangl et al. (2020) examined attitudes toward sharing 
different types of private visual content (e.g., financial information, medical information, 
names, locations) and found that these attitudes inform users’ choice of VDS types (e.g., 
AI- or volunteer-powered).

Given concerns about unintended information disclosure, researchers have investigated 
visual obfuscation techniques to mitigate privacy risks. However, through interviews with 
VDS users, Alharbi, Brewer, and Schoenebeck (2022) found that existing obfuscation ap-
proaches do not adequately address the needs of BLV people. Building on these findings, 
Zhang et al. (2024) prototyped and co-designed a privacy-preserving visual assistance 
system. Alharbi et al. (2025) evaluated AI-enabled visual obfuscation technology, finding 
that textual descriptors of what is obfuscated were insufficient to support blind people’s 
error detection, and developed guidance for improved descriptors and the co-design of 
such systems.

Additionally, through interviews with 10 blind participants, Branham et al. (2017) found 
that participants were interested in using VDSs to enhance their physical safety, for 
example by identifying potential threats or people with weapons in their vicinity. Ahmed et
al. (2015) and Ahmed et al. (2016) identified privacy and security concerns of BLV people 
in both online and offline contexts, recommending that future assistive technologies 
(e.g., VDSs) include the ability to count and recognize people around them as well as 
leverage wearable hardware.

We build on this body of work by examining trust and safety concerns while using a VDS 
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beyond information disclosure and leakage, including online safety violations and data 
privacy issues, that require mitigations beyond obfuscation.

AI for visual description. AI technologies have been used in visual description well 
before the 2023 surge in generative AI popularity and availability, particularly for text-
reading tasks. Microsoft released Seeing AI in 2017 (Microsoft, n.d.-b), which became a 
widely used VDS for reading visual text (Akter et al. 2020; Stangl et al. 2020; Alharbi, 
Brewer, and Schoenebeck 2022).

In recent years, the advancements in multimodal models have enabled broader visual de-
scription capabilities. Several studies have examined BLV people’s experiences with and 
attitudes toward these AI tools for visual description beyond text-based scenarios. Gon-
zalez Penuela et al. (2024) conducted a two-week diary study with 16 participants using 
an AI scene description tool, finding that the generated descriptions needed improve-
ment to provide a satisfying and trustworthy experience. They later conducted a similar 
study with 20 users of multimodal large language model-enabled visual interpretation 
tools, who reported that the tools were trustworthy and somewhat satisfying, although 
they often produced incorrect answers or abstained from answering (Gonzalez Penuela 
et al. 2026). Alharbi et al. (2024) found that BLV people employ multiple strategies to 
verify AI outputs and contest errors: leveraging non-visual skills, strategically consulting 
sighted people, and cross-referencing information across different devices and systems. 
Their work identifies shortcomings in AI VDSs current at the time and highlights opportu-
nities for developing more accessible, explainable AI systems. Chang et al. (2025) found 
that current live video AI technologies effectively provide answers to BLV users for static 
visual scenes but have shortcomings in delivering essential live descriptions required in 
dynamic situations. Xie et al. (2025) conducted interviews with 14 users of Be My AI and 
found the system is limited by hallucinations and misinterpretations of social contexts, 
styles, and human identities as well as failure to grasp users’ intentions.

To address these limitations, researchers have proposed design recommendations and 
new systems for more trustworthy, controllable visual description. Through interviews 
with BLV people, Sharma et al. (2025) provided design recommendations for generative 
AI tools, with particular focus on privacy and information handling. Xie et al. (2025) 
developed recommendations for systems that connect AI- and volunteer-powered 
VDS. Zamiri Zeraati et al. (2026) explored how blind users control responses in AI 
visual question answering systems, finding the need to support on-demand verbosity 
control, user-centered spatial references, proactive camera guidance, and verification 
mechanisms. WorldScribe (Chang, Liu, and Guo 2024) is an automated live visual 
description service that tailors descriptions to users’ intents and context and is adaptive 
to visual and sound contexts, and TouchScribe (Chang et al. 2026) is a complementary 
system that provides real-time, adaptive feedback for hand-object interactions.
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3 Methods

First, as described in Section 3.1, we collected and qualitatively analyzed all 1,428 one-, 
two-, and three-star English-language reviews for Be My Eyes from the Apple App Store 
and Google Play Store posted from the app’s launch in 2015 and 2017, respectively, 
through November 2025. The app serves both users and volunteers through the same 
platform, though with different functionality for each group, so reviews from users and 
volunteers appear together. Then, as described in Section 3.2, we collected and analyzed 
multiple versions of Be My Eyes’ terms of service (TOS) and privacy policy. For the policy 
documents, we used three versions of the TOS (from September 2017 through April 
2026) and four versions of the privacy policy (from May 2020 through April 2026). These 
time frames capture the platform before and after the March 2023 announcement of Be 
My AI, through to current policies at our time of writing (April 2026). In Section 3.3, we 
discuss our positionality in conducting this research. As discussed in Section 4, our IRB 
determined this work does not constitute human subjects research.

3.1 App Reviews

One author conducted a preliminary analysis by reading reviews on the Apple App Store 
and Google Play Store for the Be My Eyes app, determining that concerns and harmful 
experiences appeared to surface primarily through one-, two-, and three-star (out of 
five stars) reviews. During analysis (described below), all codes were identified in the 
one-star reviews; the two- and three-star reviews did not introduce any new codes. 
Thus, while it is possible some concerns may not be captured in our findings—and we 
acknowledge this as a limitation—our analysis surfaces broad categories of issues not 
previously addressed in the literature, with one-star reviews providing the core codebook 
and two- and three-star reviews offering additional depth and validation.

Furthermore, in the Apple App Store, one-, two-, and three-star reviews made up about 
4.1% of reviews and 3.0% in the Google Play Store. The large number of users and 
volunteers (over 11 million combined) means both that a vast majority of people have 
a primarily positive experience on the app and that small percentages of negative 
experiences constitute large absolute numbers (Robertson 2022). Additionally, online 
abuse can go unreported (Kass et al. 2026; Duggan 2017), meaning actual rates might 
be higher.

We chose to capture these reviews from the app’s history because it provides the most 
comprehensive view of user and volunteer concerns and experiences over time and 
insight into the persistence of certain issues. However, for readers interested only in the 
current state and functionality of the Be My Eyes app, our decision to analyze all reviews 
over time may be a limitation.
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Table 1: Collected review counts.

Google Play Store Apple App Store Total

Star rating n % n % n % 

1 475 48.8 236 52.0 711 49.8 
2 205 21.0 100 22.0 305 21.4 
3 294 30.2 118 26.0 412 28.9 

1–3 974 454 1,428 

Data collection. We manually collected all one-, two-, and three-star English-language 
reviews from the Apple App Store and Google Play Store in November 2025. The resulting 
review counts are reported in Table 1. The reviews are identified by IDs A1–A454 and 
P1–P974 for the Apple App Store and Google Play Store, respectively.

Qualitative analysis. To conduct our qualitative analysis, one researcher read through 
all of the reviews and developed a preliminary codebook based on concerns and 
experiences expressed in the reviews. Our approach was inductive as we sought to 
center the perspectives of volunteers and users, as discussed in Section 3.3. Codes were 
non-exclusive, allowing reviews to receive multiple codes when applicable.

The researcher and an external researcher then independently applied the codebook 
to a random sample of 10% of the collected one-, two-, and three-star reviews from 
each store (Apple App Store = 45;Google Play Store = 97). The researchers had only 
minor discrepancies (91% agreement), which involved ambiguous, few-word reviews 
and reviews that mentioned language support issues. To resolve these discrepancies, 
ambiguous reviews that could be interpreted in multiple, diverging ways were coded as 
“Unintelligible/Unclear concern,” and a new “Language” code was added for language 
support issues. After this clarification and modification of the codebook, both researchers’ 
codes were fully aligned. The first researcher then coded the remaining reviews for 
consistency. The final codebook with counts is available in Table 2.

3.2 TOS & Privacy Policies

To address RQ2 of how Be My Eyes’ policies related to the concerns and experiences 
surfaced in the app reviews, we analyzed Be My Eyes’ TOS and privacy policies.

Data collection. In December 2025 and again in February 2026, we collected the 
TOS and privacy policy from Be My Eyes’ website. Using the Internet Archive’s Wayback 
Machine, we collected earlier versions of the TOS and privacy policy to ensure we had 
at least one version of each from before the announcement of Be My AI in March 2023. 
In total, we collected privacy policies that went into effect on May 18, 20202 (PP1), 

2. https://web.archive.org/web/20230701120214/https://bemyeyes.com/privacy

https://web.archive.org/web/20230701120214/https://bemyeyes.com/privacy
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Table 2: Review codebook with frequencies for Google Play Store and Apple App Store reviews.

Google Apple Total

Code Description n % n % n % 

Technical Errors, failures, malfunctions, missing 
features, or other technical problems

552 56.7 199 43.8 751 52.6 

Call frequency Volunteer reports insufficient call volume 
or infrequent matching with users

173 17.8 151 33.3 324 22.7 

Unintelligible/ 
Unclear 
concern

Review contains concerns that cannot be 
fully understood or interpreted, or does 
not indicate a reason for negative rating

109 11.2 31 6.8 140 9.8 

Support Problems encountered when attempting to 
send feedback to, contact, or receive help 
from user support

56 5.7 8 1.8 64 4.5 

Cyberflashing/ 
Sexual 
harassment

User displays or shares sexually explicit 
content on video calls with volunteers 
without consent

13 1.3 17 3.7 30 2.1 

Other Review contains a clear, specific concern 
that does not fit into any existing category 
(e.g., incorrect assumptions about pricing)

22 2.3 6 1.3 28 2.0 

TOS & Privacy 
Policy

Issues or concerns related to Be My Eyes’ 
policies

22 2.3 5 1.1 27 1.9 

Suspected 
trolling

Volunteer or user appears to be engaging 
in disruptive behavior for amusement or to 
cause upset

8 0.8 15 3.3 23 1.6 

Hostile/ 
Uncomfortable 
interaction

Interaction between user and volunteer is 
unpleasant or contentious, but does not 
meet the threshold for trolling or fraud

6 0.6 17 3.7 23 1.6 

Accessibility Problems related to app accessibility 
features or barriers

18 1.8 4 0.9 22 1.5 

AI-related Issues related to Be My AI 14 1.4 7 1.5 21 1.5 

Language App does not support user’s language or 
has translation/localization problems

13 1.3 3 0.7 16 1.1 

Account 
suspension

Complaints or inquiries related to 
suspended or restricted accounts

9 0.9 6 1.3 15 1.1 

Misunderstand-
ing of visual 
impairment

User misunderstands the app’s purpose or 
target audience, such as questioning how 
blind people can use technology

9 0.9 5 1.1 14 1.0 

Marketing 
material

Complaints about excessive marketing 
communications or notifications

9 0.9 3 0.7 12 0.8 

Regional 
availability

App is not available in user’s geographic 
region or country-specific restrictions 
prevent access or participation

7 0.7 1 0.2 8 0.6 

Suspected 
fraud

User appears to be attempting to gain 
unauthorized information or access 
through deceptive means

6 0.6 2 0.4 8 0.6 

Volunteer 
availability

User experiences long wait times or 
difficulty connecting with an available 
volunteer

3 0.3 4 0.9 7 0.5 
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September 18, 20233 (PP2), July 25, 20244 (PP3), and February 12, 20265 (PP4), and 
TOS that went into effect on September 12, 20176 (TS1), September 18, 20237 (TS2), and 
February 12, 20268 (TS3). TS3 and PP4 are the most recent versions of these documents 
at the time of writing (April 2026).

Qualitative analysis. We developed an a priori codebook based on the concerns and 
experiences identified in RQ1, following methodologies from prior work that analyzed 
parental control (Feal et al. 2020) and electronic monitoring (Owens et al. 2022) apps’ 
privacy policies. One researcher applied this codebook to all collected policy documents. 
The codes were:

• What are the stated expectations and prohibited behaviors for volunteers?

• What are the stated expectations and prohibited behaviors for users?

• What are the data-sharing practices with third parties?

• Is video data used for AI training?

• Is image data used for AI training?

3.3 Positionality Statement

Drawing on feminist theory, we recognize the important role of reflexivity and positionality 
in our work (Bardzell and Bardzell 2011; Liang, Munson, and Kientz 2021; Darwin Holmes 
2020). Our team consists of sighted researchers specializing in computer security and 
privacy, human-computer interaction, and AI ethics. As we research the experiences 
of users and volunteers on Be My Eyes, we acknowledge that we are outside of the 
BLV community and our interpretations and understanding of users’ experiences are 
necessarily limited by this positionality. While not a substitute for community-based 
perspectives, we had an external researcher specializing in accessibility and with 
experience working with the BLV community conduct a sensitivity read.

We take inspiration from Garland-Thomson’s (2002) feminist disability studies framework 
and Hamraie and Fritsch’s (2019) Crip Technoscience commitments, particularly their 
emphasis on centering disabled people as designers and decision-makers in technology 
development. By building on the experiences and concerns of users and volunteers, our 
work seeks to provide insights and recommendations that honor their perspectives and 
support community-led development.

3. https://web.archive.org/web/20240620183249/https://bemyeyes.com/privacy
4. https://web.archive.org/web/20251209035007/https://bemyeyes.com/privacy-policy/
5. https://web.archive.org/web/20260213013304/https://bemyeyes.com/privacy-policy/
6. https://web.archive.org/web/20230701120130/https://bemyeyes.com/terms
7. https://web.archive.org/web/20250406124903/https://bemyeyes.com/terms-of-service/
8. https://web.archive.org/web/20260317232423/https://bemyeyes.com/terms-of-service/

https://web.archive.org/web/20240620183249/https://bemyeyes.com/privacy
https://web.archive.org/web/20251209035007/https://bemyeyes.com/privacy-policy/
https://web.archive.org/web/20260213013304/https://bemyeyes.com/privacy-policy/
https://web.archive.org/web/20230701120130/https://bemyeyes.com/terms
https://web.archive.org/web/20250406124903/https://bemyeyes.com/terms-of-service/
https://web.archive.org/web/20260317232423/https://bemyeyes.com/terms-of-service/
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4 Ethical Considerations

Our goal is not to discourage use of Be My Eyes, which provides free and valuable 
accessibility services to over a million users. Rather, we seek to surface trust and safety 
challenges at the intersection of accessibility, security, privacy, and AI and provide 
guidance and recommendations for navigating them. We hope these findings contribute 
to the strengthening of trust and safety on VDS platforms broadly.

Additionally, regarding our collection and use of public review data, we received an IRB 
determination from our institution that this research does not constitute human subjects 
research under federal regulations. Nevertheless, we considered Buck and Ralston’s 
(2021) ethical guidelines for using social media data, focusing our analysis on patterns 
of concerns and experiences rather than on identifying or characterizing individual users. 
We include exact review text for two reasons: (1) reviewers likely expect their public 
reviews to be used by others evaluating the app, and (2) we aim to honor BLV reviewers’ 
descriptions of their experiences without reinterpreting them through our positionality. 
Furthermore, we do not provide usernames for review authors in our results, given that 
they may contain names or other identifying information.

We extend these considerations to other publicly available content in our study, specifi-
cally a TikTok video from Be My Eyes’ account. We link directly to this video where we 
discuss it (Section 5.2) since it is promotional content intended for the public.

5 Results

In this section, we explore users’ and volunteers’ concerns and harmful experiences 
(RQ1) and platform policies’ connections to them (RQ2), organized in three groups. First, 
we cover online harassment and abuse (Section 5.1) and privacy (Section 5.2). Then, we 
examine challenges related to the Be My AI feature (Section 5.3). At the end of each 
subsection, we raise key challenges based on our findings (RQ3).

We provide excerpts from our data identified by the IDs detailed in Section 3. Apple App 
Store reviews are reported with the “yr(s) ago” label displayed when they were collected 
in November 2025 and Google Play Store reviews are reported with their precise date. 
We provide a label of “User” or “Volunteer” when the author’s role is evident from the 
content of their review.

5.1 Online Harassment & Abuse

Reviews revealed online harassment and abuse on Be My Eyes spanning trolling, fraud, 
and sexual harassment, including cyberflashing. Consistent with patterns in broader 
online contexts (Lenhart et al. 2016), these behaviors manifested in various forms from 
different perpetrators.
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Trolling & fraud. Volunteers experienced what Lenhart et al. (2016) term “direct 
harassment,” behaviors “that people do directly to one another,” including suspected 
trolling:

… I have received only one call and it was prankster pretending to be blind. 
They started swearing and verbally abusing me while I was with my children. 
No way to report them either. Disappointed that people are using this as a joke 
… [P498, Volunteer, 11/21/2021]

Very upset with my first call. It’s sad to see people are downloading this and 
using it to play around. It’s sickening and just plain wrong! I downloaded the 
app 2 days ago and got my first call from a person who thought it was funny to 
to joke around … [A149, Volunteer, 5 yrs ago]

and suspected fraud:

… recently SCAMMERS are using this app. And asking for WhatsApp numbers 
… [P148, Volunteer, 12/27/2023]

Trolling and fraud are relatively common on large online platforms (Lenhart et al. 2016; 
Gottfried, Park, and Anderson 2025; Houtti et al. 2024). However, when users encounter 
these behaviors, they might experience compounded harms due to their disability: First, 
these attacks could constitute ableist harassment, whether intentional or not, by targeting 
disabled people seeking access. Second, they could function as “denial of access,” which 
occurs when a malicious actor uses platform features to prevent someone from accessing 
essential digital tools (Lenhart et al. 2016). On Be My Eyes, trolling volunteers effectively 
deny users access to the visual assistance the platform provides. For example, users and 
their families describe what they suspect was deliberately false information:

… my grandpa has been using this app, but when he calls people to help him 
a lot of the times, people give him the wrong information. we’ve had a lot of 
hecklers call him to tell him things that aren’t true, and make his life even 
harder … [A147, (Family member of) User, 5 yrs ago]

While some volunteers may provide incorrect information unintentionally, the presence 
of any trolling undermines the reliability of the service, creating additional barriers that 
prevent meaningful access.

Sexual harassment & cyberflashing. Sexual harassment was the most commonly 
reported form of online abuse in reviews. Volunteers primarily reported experiencing 
cyberflashing, nonconsensual digital exposure to sexual images or acts (McGlynn and 
Johnson 2021):

Answered a call and man inappropriately started pleasuring himself. Deleted 
immediately. [P216, Volunteer, 6/30/2023]
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All reports of cyberflashing in our dataset appeared to come from volunteers, likely 
because only users can initiate video calls on the platform, enabling adversaries posing as 
users to expose themselves via camera. However, users may still face sexual harassment 
through verbal threats or attacks, such as comments about their physical appearance 
visible to volunteers during calls.

Platform non-liability. Although Be My Eyes’ terms of service (TOS) explicitly prohibits 
many harmful behaviors, including trolling, fraud, and sexual harassment, it disclaims 
liability for harm resulting from user-volunteer interactions, stating:

Be My Eyes provides the platform to power and support these App Services. 
We do not create or pre-screen the videos, images, or other data transmitted 
through our App Services. We are not and cannot be responsible for the content 
being shared using our App Services. [TS3]

Pre-screening millions of users and volunteers is both logistically difficult and unlikely to 
prevent all abuse, and additional vetting may create barriers to providing the accessibility 
service the app seeks to provide. Nonetheless, our findings reveal substantial limitations 
in the current approach.

Platform response & reporting failures. The platform has reporting systems in place 
for violations of its TOS. However, online harassment and abuse are compounded by 
failures in these reporting systems:

… I received two harassment calls at night, both trying to expose their genitals 
to me and I had trouble reporting them after immediately hanging up. The 
app stopped responding when I tried to report those users … [P10, Volunteer, 
9/15/2025]

Issues with reporting appeared in the Google Play Store as early as January 2018:

… I wanted to send this via “Send Feedback,” but it’s programmed to Share 
instead … [P951, Volunteer, 1/5/2018]

We identified 33 Google Play Store reviews, spanning from January 2018 [P951] to 
September 2025 [P5], stating that negative feedback and reporting features did not work 
on Android devices. We did not find comparable reviews in the Apple App Store.

The persistence of these reporting failures over seven years, combined with the range of 
harmful experiences documented in our findings, demonstrates a critical gap in platform 
support. Beyond functional reporting mechanisms, the potentially traumatic nature of 
experiences we identified, including cyberflashing, targeted harassment, and denial of 
access, necessitates comprehensive, trauma-informed support systems.
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Trust and safety challenges. Trolling, fraud, and cyberflashing are distinct behaviors, 
but they share a common consequence of keeping volunteers and users from delivering 
and receiving, respectively, the assistance the service exists to provide. Addressing this 
pattern raises a first, proactive challenge:

Challenge 1: Robust, non-obstructive safeguards

Designing safeguards against trolling, fraud, and sexual harassment that do not 
inadvertently create additional access barriers for users or participation barriers for 
volunteers.

Yet safeguards alone cannot eliminate abuse, and our findings show that when it does 
occur, users and volunteers are often left without recourse as Be My Eyes disclaims 
liability for user-volunteer interactions [TS3], and 33 reviews spanning 2018–2025 
describe reporting tools that do not work on Android devices. The combination of 
documented abusive behaviors, non-liability, and broken reporting mechanisms makes 
reactive support just as urgent as prevention, raising the challenge of:

Challenge 2: Trauma-informed reporting and support

Developing trauma-informed reporting and support systems that address the full 
spectrum of harms users and volunteers face, recognizing how denial of access for 
users may compound the impact of harassment and abuse.

5.2 Broadening Privacy Considerations

Prior work on VDS users’ privacy concerns finds that users worry about unintentionally 
sharing conventionally sensitive information (e.g., medical or financial details), informa-
tion affecting self-presentation (e.g., visible clutter), and information about others (e.g., 
bystanders’ faces). Users also worry about necessarily sharing information to gain access. 
These concerns are highly contextual and depend on access needs (Akter et al. 2020; 
Alharbi, Brewer, and Schoenebeck 2022; Stangl et al. 2020).

The necessary sharing of personal information reflects “forced intimacy,” where “disabled 
people [are] expected to share personal parts of [them]selves to survive in an ableist 
world” (Mingus 2017). In this context, users without accessible alternatives must disclose 
personal information (textual or visual) through Be My Eyes to accomplish tasks and 
meet access needs.

Our work both supports and extends these privacy considerations through the first analy-
sis of Be My Eyes’ reviews, TOS, and privacy policies, revealing additional concerns around 
platform-level data collection and use beyond those studied in prior VDS research.

(Un)intentional exposure of sensitive information. Be My Eyes’ TOS and privacy policy 
advise users against sharing or displaying anything that may contain private information, 
including credit cards and mail with personal addresses [TS3, PP4]. This guidance is 
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problematic for two reasons: (1) given their visual disability, users may not know if such 
items are in their video feed (Gurari et al. 2019; Akter et al. 2020), and (2) users continue 
to behave against this advice, potentially because it conflicts with their access needs. 
Volunteers, for instance, report being asked to read credit card information:

… A woman wanted me to read off a mastercard number she had. I refused as 
in your privacy policy it states to not provide or give any type of info regarding 
credit cards … [P616, Volunteer, 6/15/2021]

Additionally, a user reported using the service to read the last four digits of their debit 
card and then getting several fraudulent transactions on that card. After reporting, their 
account was suspended:

… They suspended my account for how long I don’t know. They said I violated 
their policies so now I’m literally in the dark … [A75, User, 2 yrs ago]

In a TikTok video, the platform’s own promotional content features a user using the 
service with Ray-Ban Meta Smart Glasses to sort mail that contains an address,9 despite 
the platform’s policies explicitly advising against such disclosures [TS3, PP4]. Overall, 
this conflict between users’ access needs and platform policies highlights the need for 
technical interventions.

Use of video content in model training. Be My Eyes’ privacy policy broadly permits 
sharing of the video streams from user-volunteer calls:

We may also provide copies of videos to educational institutions, non-profit 
organizations, or other companies, including for-profit companies, that are 
performing research or working to develop products and services, including 
artificial intelligence systems, that may support blind and low-vision people or 
other members of the public. [PP4]

A similar passage appears in all four versions of the privacy policy we analyzed and 
hence has appeared in Be My Eyes’ privacy policy since at least May 2020. Users cite 
this data-sharing provision as a barrier to adoption:

Required to sign over content for AI training. I really want to sign up, but can’t 
with a clear conscience do it when you’re forced to sign over your voice for 
possible use in AI training. Let me opt out if AI training based on my content 
and I’m in... [P28, 6/16/2025]

Responding to such concerns, Be My Eyes added an opt-out in July 2024:

We provide a way for users to opt out of our announced initiative to provide 
video data to organizations so they can better train their AI models to reflect 

9. https://www.tiktok.com/@bemyeyesapp/video/7552895781456317718

https://www.tiktok.com/@bemyeyesapp/video/7552895781456317718
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the lived experiences of blind people. [PP3]

Users can opt out by emailing the company or navigating to Settings → Terms & Privacy 
Policy → Video sharing. However, the language of this policy and the multi-step opt-out 
process create barriers for users who wish to control their data, and an opt-in approach 
would be more user-centered and consent-focused.

Data sharing with third parties. Volunteers and users have expressed concern about 
the company’s data-sharing practices:

… I am uncomfortable with their privacy policies. It seems like they want to 
collect a lot of personal information and they even say they will give your 
information to other organizations … [A287, Volunteer, 7 yrs ago]

I am blind. This is just creepy. I read the privacy policy. No privacy effectively 
… [P773, User, 1/28/2020]

These practices have fluctuated over time across policies, with the most recent one 
specifying:

Be My Eyes does not sell the personal data we collect to third parties for adver-
tising, marketing, or tracking… Our reasons for using and sharing information 
are to create and provide better services for people who are blind or have 
low vision. That includes … helping other companies create better and more 
inclusive AI models, tools, and image recognition technologies … [and] sharing 
information with research, educational, non-profit, for-profit, or other organi-
zations to give them a better window into providing services and tools for blind 
and low-vision individuals. [PP4]

While this policy appears to restrict data sharing more than previous iterations, the 
presence of any data sharing with third parties may raise concern, particularly for 
disabled people. Marks (2020) observes that wide-scale collection, aggregation, and 
analysis of people’s data can generate algorithmically derived inferences about their 
disabilities, called “emergent medical data” (EMD), without their consentful disclosure. 
This information can then enable discrimination by advertisers, employers, or other 
organizations.

Recent legal cases illustrate these risks. In CWA v. Facebook (2018), the platform settled 
claims that it enabled advertisers to unlawfully target users based on disability and 
other protected characteristics (CWA v. Facebook 2018). The ongoing Mobley v. Workday 
case alleges that the hiring platform’s algorithms discriminate based on race, age, and 
disability (Mobley v. Workday 2024). These cases demonstrate how data collected and 
shared by accessibility platforms can be weaponized against the disabled users they aim 
to serve.
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Although data is not explicitly sold to advertisers, sharing data with other organizations 
may still enable third parties to infer app usage patterns and, by extension, disability 
status. Thus, our findings suggest that (1) Be My Eyes is collecting and sharing data that 
could contribute to EMD and (2) users and volunteers have expressed concerns about 
these data practices.

Trust and safety challenges. Prior work has explored the problems that users (1) 
cannot reliably know, and therefore cannot reliably control, what sensitive information 
is visible to a human- or AI-powered VDS and (2) may need to make such information 
visible to gain access to it (e.g., Stangl et al. 2020; Alharbi, Brewer, and Schoenebeck 
2022; Ahmed et al. 2015). These problems surface concretely in the studied reviews 
from both the perspectives of users and volunteers. The tension between solutions to 
these problems raises the challenge of:

Challenge 3: Accessible privacy protections

Providing privacy-protecting mechanisms for users to receive visual descriptions of 
sensitive personal information, recognizing that users may not know what they are 
holding in front of their cameras and thus cannot precisely control what sensitive 
information they expose.

Reviews also show that this lack of control extends to the platform itself. Video content 
is shared for AI training by default, and the opt-out process introduced in 2024 requires 
users to navigate multiple settings or email support. This default-in approach to a 
sensitive, disability-linked dataset raises the challenge of:

Challenge 4: Meaningful participation in AI training

Accounting for the need for diverse, representative training data to improve AI 
accessibility tools with individual privacy rights and meaningful consent.

Beyond model training, our analysis of the platform’s data-sharing practices—and the 
emergent medical data risks this can create for a population already vulnerable to 
disability-based discrimination—points to a related, broader challenge:

Challenge 5: Accounting for users’ privacy threats and needs

Balancing benefits from data sharing with the privacy rights and safety of disabled 
users who face heightened risks and may have limited alternative options.

5.3 Be My AI

Sections 5.1 and 5.2 discussed challenges with Be My Eyes’ volunteer-powered VDS, 
the platform’s longest-running feature. In this section, we examine Be My AI, a feature 
announced in 2023 that uses generative AI to provide image descriptions, with plans for 
video descriptions [TS3].
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As discussed in Section 5.2, the use of user- and volunteer-generated content to train 
AI models is a key privacy consideration. Be My Eyes’ July 2024 privacy policy update 
prohibits using inputs to Be My AI for model training [PP3], reversing an earlier policy 
that permitted such use [PP2]. While this represents a marked improvement in user 
privacy and autonomy, the protection applies only to inputs to Be My AI; video streams 
from user-volunteer calls remain available for training purposes by default. With this 
training data concern addressed for Be My AI, we turn to other challenges related to the 
service.

Inaccuracies & hallucinations. Through diary studies (Gonzalez Penuela et al. 2024), 
interviews (Alharbi et al. 2024), and an exploratory study (Chang et al. 2025), prior 
work has shown that inaccuracies and hallucinations in AI-generated image and video 
descriptions negatively impact blind users’ experiences. We find similar reports surface 
publicly in app reviews:

… I scanned the menu with my phone and asked my AI to describe the menu. 
it told me that the pancake of the month was a stack of buttermilk pancakes 
with maple syrup and a dollop of butter. But when the waiter brought up my 
food, she brought out a stack of pancakes with raspberry sauce on top … [A32, 
User, 1 yr ago]

Hallucinations are inherent to current large language models (Xu, Jain, and Kankanhalli 
2025; Alansari and Luqman 2026; Kalai et al. 2025), raising questions about the appro-
priateness of AI-generated visual descriptions for certain tasks where visual description 
accuracy is needed, such as reading allergens listed on print menus. Wang, Kameswaran, 
and Kacorri (2025) explain that this creates disproportionate harm for BLV people, who 
cannot visually verify whether AI-generated descriptions are accurate.

The section of Be My Eyes’ TOS focused on Be My AI acknowledges that the system “may 
sometimes result in incorrect responses that do not accurately describe real people, 
places, or facts” and, consequently, explicitly disallows users from using the AI service 
for critical issues “like reading a prescription dosage” [TS3]; however, similar to what was 
observed in Section 5.2 regarding the privacy advice for the volunteer-powered service, 
users violate this policy to meet access needs:

… I used it this morning to read a prescription label. It did not read the 
prescription that was in front of me. It seems to be holding onto memories of 
reading a previous prescription. It’s very dangerous … [A3, User, <1 yr ago]

Conflicting guardrails & user needs. Users express frustration with content guardrails 
that limit what the AI system will describe. For example:

… I have a major problem with the amount of censorship it has. Everything that 
we would be trying to get described to us, sighted people would be noticing… 
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[A37, User, 1 yr ago]

As A37 notes, these limitations can prevent users from accessing the very information 
they need the service to provide. This echoes Alharbi, Brewer, and Schoenebeck’s 
(2022) findings that nonconsensual information obfuscation is experienced as a form of 
oppression and ableism.

Some of these limitations relate to identity recognition. For example, the system may 
not identify gender:

… it is very annoying because it will not tell you if you have a picture of a man 
or a woman … even if you’re taking a selfie And you know that you’re a man, in 
your head and in real life. [A12, User, <1 yr ago]

This restriction highlights the tension between access needs and concerns about how 
automated recognition systems misinterpret and stereotype identities. In the case of 
gender, automated recognition systems operationalize gender in binary, trans-exclusive 
ways (Keyes 2018). Prior work demonstrates that people want contextual control over 
how their identities are described and problematizes how automated identity descriptions 
may provide needed access for some users while perpetuating harm toward other 
marginalized groups through biased, inaccurate descriptions (Bennett et al. 2021).

These issues are compounded by inconsistent guardrail performance:

… I use the app mainly for reading mail. Occasionally, it will tell me that it can’t 
read the recipients name or address, because it is not supposed to disclose 
information from an image. To me, that kind of defeats the purpose of using 
the app for reading mail as a blind person. Yet, other times, it will read the 
mail, including giving me the name and recipients address. So the inconsistent 
application of this rule is confusing. But ultimately, the real frustration is that 
it applies this rule in the first place, meaning that I can’t always use this app, 
because I have to switch to another app to read the image… [A29, User, 1 yr 
ago]

The unreliable application of these guardrails creates additional barriers that users must 
work around to gain access to information.

Facial processing violating bystander (and user) privacy. To comply with biometric 
privacy laws, Be My Eyes’ TOS requires users to obtain consent before knowingly 
submitting images containing faces:

If you intentionally submit an image of other people to our AI services, you 
represent and warrant to us that each such person has, in compliance with 
any applicable laws, given their permission and consent to you, to Be My Eyes, 
and to our third-party AI provider to process that image, including in ways that 
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may be considered biometric scanning in any applicable jurisdiction...

If you do not consent to the processing of your face as described above, or 
if you do not have the permission of other people to process images of their 
face(s) as described above, then you agree not to upload any images of those 
faces, including your own. [TS3]

However, users are often unable to determine whether faces—including their own—
appear in their images, meaning most facial submissions may be unintentional and thus 
exempt from the consent requirement. Furthermore, integrations with wearable cameras 
like Ray-Ban Meta Smart Glasses increase exposure risk, as bystanders may not realize 
they are in frame. While this policy may protect the company from liability, it provides no 
practical mechanism for users or bystanders to meaningfully consent to or decline facial 
processing, violating their privacy (Denning, Dehlawi, and Kohno 2014).

On the other hand, privacy compliance for facial processing can conflict with user access 
needs, such as identifying people for social or safety reasons (Ahmed et al. 2015; 
Ahmed et al. 2016). This became apparent during 2023 beta testing, when Be My Eyes 
acknowledged:

Be My AI (powered by OpenAI’s GPT-4 image-to-text model) has proven to be 
an effective tool for users who are blind or have low vision. However, as part 
of beta testing, OpenAI’s engine may blur faces or omit facial descriptions if 
a person is in the picture because of legitimate privacy considerations. The 
resulting lack of facial description is frustrating and disappointing to blind and 
low vision users who hope that AI will provide the same helpful information a 
sighted person obtains from just looking around. We share that sentiment. (Be 
My Eyes 2023a)

These competing concerns between bystander privacy and user access needs create a 
fundamental design challenge for VDS platforms.

Trust and safety challenges. Building on the challenge of providing users with access 
to information in a privacy-preserving manner (Challenge 3), such access must also be 
trustworthy. Reported errors from Be My AI thus raise the following:

Challenge 6: Accounting for hallucinations

Addressing the heightened risks of AI hallucinations for users, who face additional 
barriers in validating the accuracy of AI-generated descriptions, particularly for 
tasks requiring accuracy.

Beyond factual inaccuracies, we observe how content guardrails can conflict with users’ 
access needs, highlighting the challenge of:
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Challenge 7: Non-obstructive AI-output moderation

Determining what AI-generated descriptions should and should not describe, 
considering user autonomy and access needs as well as safety and ethics.

Facial processing conducted while using Be My AI presents a challenge at the intersection 
of privacy and AI, especially given discreet wearable integrations like Ray-Ban Meta 
glasses:

Challenge 8: Bystander biometric privacy

Providing users with the visual information they need while recognizing that they 
may not be able to identify bystanders in their camera view and therefore may not 
be able to obtain meaningful consent without platform-level assistance.

Taken together, these challenges show that Be My AI does not resolve the trust and 
safety tensions raised by the volunteer-powered service (Sections 5.1 and 5.2) so much 
as echo them: hallucinations and guardrails mirror online safety issues as threats to 
reliability and access, while biometric processing mirrors volunteer-user disclosure as a 
central, non-trivial privacy issue.

6 Discussion & Recommendations

Building on the eight trust and safety challenges we identify relating to accessibility, 
security, privacy, and AI (Section 5), we provide guidance and future directions for 
VDS development. Scholars and activists have called for honoring disabled people’s 
situated knowledge and following their leadership in developing assistive technologies 
(Williams et al. 2021; Sins Invalid, n.d.; Hamraie and Fritsch 2019), commonly articulated 
through the principle “nothing about us without us.” Our recommendations should 
be implemented in ways that honor this principle and should be considered not as 
comprehensive solutions but as pathways toward safer, more trustworthy VDSs that 
support disabled people’s autonomy and access.

6.1 Expanded Threat Models

Prior work has considered threat models related to both intentional and unintentional 
exposure of sensitive information (e.g., medical information, bystanders’ faces, “messy” 
self-presentation) that BLV people face when using VDSs powered by AI systems, 
volunteers, or paid workers (Akter et al. 2020; Alharbi, Brewer, and Schoenebeck 2022; 
Stangl et al. 2020). Other work has considered how VDSs can be used to mitigate threats 
related to physical security (Ahmed et al. 2015; Ahmed et al. 2016; Branham et al. 2017). 
Our findings expand these threat models involving VDSs and contribute new ones, which 
inform future developments and interventions.
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Online safety threats. Challenges 1 (robust, non-obstructive safeguards) and 2 
(trauma-informed reporting and support) highlight how online safety threat models, 
often considered in other contexts (Lenhart et al. 2016), are relevant to VDSs. For human-
powered VDSs, these threat models consider how both the volunteer and user roles 
could be exploited to cause harm beyond exposure of private information. Future work on 
these challenges should draw on research into these threats from other domains.

For example, in addressing Challenge 1, platforms could implement obscenity detection 
systems (Liang et al. 2013; Tian et al. 2013; Cheng et al. 2012). However, these systems 
have variable performance, and implementing them requires careful consideration of 
how they might introduce additional issues, such as privacy harms from preprocessing 
technologies or denial of access from false positives. Relevant to Challenge 2, Chen et
al. (2022) propose principles for trauma-informed computing—safety, trust, peer support, 
collaboration, enablement, and intersectionality—which can guide technology design to 
mitigate rather than create and exacerbate trauma.

Future work should also investigate how user and volunteer identities impact these 
threats. We did not find clear reports of identity-based discrimination, but online harass-
ment at large has, for example, racialized dynamics that may manifest in this context 
(Lenhart et al. 2016).

Privacy threats. Challenges 3 (accessible privacy protections) and 8 (bystander bio-
metric privacy) support prior threat models around privacy exposure during interactions; 
Challenges 4 (meaningful participation in AI training) and 5 (accounting for users’ privacy 
threats and needs) expand these by considering additional ways in which exposure might 
occur (i.e., data sharing with third parties and the use of data in model training).

For issues around bystander facial processing (Challenge 8), research projects have 
developed systems that crop bystanders out of frame using on-device processing on 
wearable cameras (Corbett et al. 2023) and designed sensors to better indicate to 
bystanders if they might be in-frame of a wearable (Ahmad et al. 2020). However, these 
systems are specifically for wearable devices and not mobile phones.

A brief by the Center for Democracy & Technology and the American Association of People 
with Disabilities outlines “do’s and don’ts” for assistive technology developers (Mishra 
and Aboulafia 2025), which might provide guidance in navigating these privacy-related 
threat models. For example, their guidance “don’t use user data for any other purpose, 
share it with third parties, or sell it” is currently not met, resulting in Challenges 5 and 4. 
They also provide the guidance “do incorporate a transparent and accessible informed 
notice and consent process,” and we explore how adopting this in response to the privacy 
threat of Challenge 4 would look in the context of VDSs in Section 6.2.

Disambiguating the spectrum of “AI” harms. The “AI”-related harms documented in 
our findings, which include hallucination (Challenge 6), guardrails on “inappropriate” ma-
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terial (Challenge 7), and the processing of facial data (Challenge 8), are not harms specific 
to Be My Eyes but rather are broadly relevant to modern AI systems (Wang, Kameswaran, 
and Kacorri 2025; Crawford 2021). Data collection practices for advertising and the 
automatic use of user video streams for model training (Section 5.2) constitute additional 
“AI”-related harms, even when they do not directly involve model inference.

The spectrum of “AI”-related harms above reflects how “AI” is not a discrete technical 
object but a collection of data extraction infrastructures, various types of algorithmic and 
computational systems, deployment practices, and business models (Crawford 2021), 
hence our use of quotation marks around “AI” in this discussion section. Thus, threat 
modeling and development of “Responsible AI” in the context of VDSs must contend 
with the numerous ways data collection, model training and system deployments may 
harm users and volunteers.

Future work. Future investigations should continue to expand threat models for VDSs 
to consider risks that were not captured by our analysis. For example, volunteers’ social 
media posts about positive experiences on the app—which can be an effective way 
to grow the volunteer network in a grassroots manner, as evidenced by a TikTok post 
credited for recruiting 100,000 volunteers (Dunn 2020)—may violate users’ privacy, 
especially when sensitive interactions are discussed publicly. A 2024 article covers a 
TikTok video in which a Be My Eyes volunteer describes helping a user examine their 
partner’s phone to determine if the partner was cheating (Fernandez 2024). In this 
highly sensitive situation, multiple privacy breaches occurred: the volunteer viewed 
intimate messages without the partner’s knowledge or consent, and then shared details 
of this private situation with a public online audience. While this content likely was not 
intended to cause harm, it demonstrates the need for improved protection for sensitive 
interactions and information.

Additionally, future work should explore related visual description services, such as 
Aira (Aira, n.d.), which provides assistance from paid workers rather than volunteers. We 
did not include Aira or other services because our study focused on Be My Eyes, given 
its relative size, range of features, and relevance as a VDS. Comparing user experiences 
and policies across services, as well as investigating how threat models align or vary 
between them, remains an important direction for future work.

6.2 Developing AI VDSs

Given Challenge 4 (meaningful participation in AI training), the collection and use of data 
for training AI systems for visual description must be critically examined to ensure that 
the development of these systems, which may serve BLV people’s access needs, does 
not compromise people’s privacy or autonomy.

Critical refusal is the practice of investigating power imbalances and actively, deliberately 
creating and moving toward more just alternatives (Garcia et al. 2022). The Feminist 
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Data Manifest-No (Cifor et al. 2019) is a set of 32 commitments that employ critical 
refusal to reimagine the status quo of data practices. Garcia et al. (2022) explore how 
these commitments can be realized in practice, providing guidance for reimagining Be 
My Eyes’ data practices in response to Challenge 5 (accounting for users’ privacy threats 
and needs) and Challenge 4. For example, commitment 15 states:

We refuse systems that simplify consent into a one-time action, a simple click 
of a yes to a terms of service agreement, to ownership of our data in perpetuity. 
We commit to enacting Planned Parenthood’s FRIES model of consent that 
ensures that it is always “Freely given, Reversible, Informed, Enthusiastic and 
Specific.” (Cifor et al. 2019)

Applying this to Be My Eyes reveals how consent practices could be transformed and, 
consequently, future directions for research and development. Rather than one-time 
opt-out mechanisms for video content used in model training (Section 5.2), the FRIES 
model would enable ongoing, granular consent that users could freely grant or revoke. 
This could look like users and volunteers deciding on a per-call basis whether their 
video may be used for training. Future work should investigate how to conceptualize 
and operationalize the informed aspect of FRIES in this context, given a user might not 
know the entirety of what is in a video or image. Additionally, requiring FRIES-compliant 
consent for data sharing would allow users who may have concerns about emergent 
medical data and algorithmic bias to protect their data from third parties.

Given Be My Eyes’ commitment to training models that serve BLV users (Section 2.1), 
Theodorou et al. (2021) present guidance for “disability-first dataset creation” based on 
their experiences constructing an object recognition dataset with BLV data collectors. 
They discuss challenges related to including disabled communities while respecting 
the invisible labor constantly and broadly demanded of them in daily life. Future work 
toward this goal should continue to reflexively engage with these challenges and the 
commitments of The Feminist Data Manifest-No (Cifor et al. 2019) to build accessible 
technologies that respect the data autonomy and dignity of disabled communities.

6.3 Human-Powered Alternatives to AI

Given the AI-related challenges and concerns, as well as other considerations like 
AI service costs (Chang et al. 2025), environmental impacts (Strubell, Ganesh, and 
McCallum 2019; Bender et al. 2021), and problematic identity descriptions (Keyes 2018; 
Bennett et al. 2021), some users may prefer solutions that do not use AI. We argue that 
Be My Eyes has untapped volunteer capacity to support human-powered alternatives, 
as volunteers consistently report wanting more opportunities to assist.

Among reviews, reports of insufficient call volume and infrequent matching with users 
were the second most common issue after technical problems. For example:

This app is such a cool idea and fills a much needed gap. I just wish it would 
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limit the amount of volunteers so there was a more equal ratio of volunteers to 
people needing help. Or perhaps introduce another way for all these volunteers 
to help so that we are being utilized more! [A124, Volunteer, 4yrs ago]

Alternate modalities would also allow more volunteers to participate. For example, a 
Deaf volunteer stated:

I wanna help them but I am Deaf, so I can’t speak to them how can I help them 
[P41, (Potential) Volunteer, 5/28/2025]

This overwhelming demand for volunteer opportunities and interest in new modalities 
positions Be My Eyes to implement large-scale, crowd-powered solutions. One direction 
is CrowdMask, “a system that allows images with potentially sensitive content to be 
masked by appearing in progressively larger, more identifiable segments, with volunteers 
masking portions as soon as risks are identified” (Kaur et al. 2017), which to our 
knowledge has not yet been applied to real-world VDSs. Adapting this for Be My Eyes 
would allow users to receive privacy-preserving image descriptions through volunteers 
who identify sensitive details in small photo segments or describe masked images.

We do not propose that such human-powered systems will evade all trust and safety 
challenges. However, they may offer a way to better meet the needs and desires of users 
in ways AI-powered ones cannot.

7 Conclusion

We examine trust and safety challenges at the intersection of accessibility, security, 
privacy, and AI by analyzing 1,428 one-, two-, and three-star reviews of the Be My Eyes 
app, along with the platform’s terms of service and privacy policies. We chose to focus on 
a single app, Be My Eyes, based on its relative size, range of features, and relevance as a 
VDS. Although app-specific features, policies, and user demographics may not reflect 
all VDSs, we argue that the core trust and safety challenges we identify manifest across 
VDS platforms, even if the specific implementations differ. We identify issues related 
to online harassment and abuse (e.g., trolling, fraud, and sexual harassment), as well 
as weaknesses in reporting systems. We also highlight privacy risks associated with 
accessing and potentially exposing sensitive information, including through data sharing 
with third parties and the use of data for AI model training. In addition, we surface issues 
specific to Be My AI, such as hallucinations, tensions between guardrails and user needs, 
and concerns related to bystander privacy and facial data. Based on these challenges, 
we offer recommendations for future development and research, including expanded 
threat models that reflect our findings, critical examinations of how AI-powered VDSs are 
designed and deployed, and exploration of human-powered alternatives to AI systems. 
Through this work, we aim to strengthen trust and safety across VDSs.
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